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EVIDENCIA 52 FINAL

Expediente técnico de SENDERO FUEL para documentar los controles de seguridad aplicados a los servicios

expuestos del monedero electrénico de combustibles, estructurado conforme al numeral 52 del Anexo 10 de la
RMF 2026.
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1. Interpretacion del control

SENDERO FUEL interpreta el numeral 52 como la obligacién de identificar de forma verificable los servicios
expuestos y demostrar que éstos cuentan con controles que reduzcan el riesgo de fraude, filtracion y pérdida
de integridad o confidencialidad durante el procesamiento de transacciones.

2. Objetivo

Consolidar la evidencia técnica existente y complementarla con evidencia de operacion que permita demostrar
la eficacia de los controles aplicados a servicios expuestos, manteniendo trazabilidad entre activo, servicio,
amenaza, control y resultado observado.

3. Alcance

* Servicios web y portales publicados para clientes y beneficiarios.

* APIs y servicios backend asociados al monedero.

* Firewalls perimetrales y WAF de NGX y ASSETEL.

» Accesos administrativos a infraestructura y consolas.

+ Servicios de monitoreo, autenticacion y administracién asociados a los activos expuestos.

» Controles de aplicacion destinados a evitar transacciones incompletas, mal enrutamiento, alteraciéon de
mensajes, revelacion y copia no autorizada.

4. Identificacion de servicios expuestos

El documento fuente identifica los siguientes servicios de produccion expuestos a Internet. Antes de la emision
definitiva debera validarse la uniformidad de dominios y nomenclaturas contra el inventario DNS y el inventario
maestro de activos.

Descripcion Funcion

https://erp.ener-go.mx ERP de monedero Confidencial  FrontEnd NGX 201.174.13.156 443 Virual EnerGo
(Produccion)

Pagina Web EnerGo

https://ener-go.mx L Confidencial ~ FrontEnd NGX 201.174.13.156 443 Virtual EnerGo
(Produccion)

https://clientes.ener-go.mx | ortal para gestion de la Confidencial ~ FrontEnd NGX 201.174.13.156 443 Virtual EnerGo
cuenta (Produccion)

https:/fmon.ener-go.mx Servicios web paraportaly ¢ riencial  BackEnd NGX 201.174.13.156 443 Virtual EnerGo
aplicaciones moviles

N/A Firewall FortiGate 200F Confidencial ~ Seguridad NGX 201.174.13.156 443 Fisico Enerser

N/A Firewall FortiGate 300E Confidencial ~ Seguridad ASSETEL  45.185.241.69 443 Fisico Enerser

N/A SafeLine WAF Confidencial ~ Seguridad NGX 201.174.13.156 443 Virtual Enerser

N/A SafeLine WAF Confidencial ~ Seguridad ASSETEL  45.185.241.69 443 Virtual Enerser
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https:/ferp.ener-go.mx SRV-MON-APP-PR

172.16.52.11
https://ener-go.mx https:/ferp.ener-go.mx
hitps://www.ener-go.mx —_ e

= 201.174.13.156 —> == Se.elmERERES
SRV-MON-SER-PR
SRV-WAF-01 E 172.16.52.12

https://clientes.ener-go.mx —

10.255.248.59 1| https:/fener-go.mx
https:/www.ener-go.mx
https:/iclientes.ener-go.mx

https://mon.ener-go.mx

https://mon.ener-go.mx

Cemro de Datos ASSETEL Standby

https:/ferp.ener-go.mx mE SRV-MON-APP-PR

- um 172165211
https:/fener-go.mx https:/erp.ener-go.mx
https:/fwww.ener-go.mx T 45.185.241.69 —> [ — e

s Sews SEIERIEDES

SRV-MON-SER-PR
172.16.52.12
https:/fener-go.mx
https:/iwww.ener-go.mx
https://clientes.ener-go.mx
hitps://mon.ener-go.mx

-ieli FW-FTNET-ASTL-01
https:/iclientes.ener-go.mx —
P 2 10.30.1.1 SRV-WAF-02

https://mon.ener-go.mx 10.255.248.84

E52-EXP-01. Arquitectura de servicios expuestos en NGX y ASSETEL.
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5. Inciso a) Controles de seguridad contra fraudes y filtracion de informacion

5.1. Servicios administrativos no expuestos y acceso por VPN

Demostrar que las consolas administrativas no se encuentran directamente expuestas a Internet y
que el acceso se realiza por un canal controlado.

Requisito

Estado INTEGRADA

Las consolas de administracion de vCenter, GLPI, switches y firewalls se mantienen en redes privadas. El
acceso administrativo se realiza mediante VPN SSL de Fortinet, evitando la publicacién directa de consolas de
gestion.

@ Foiae x 9 o ®
< ] [ ©Noseguro heps//103011:44340gin%.. % | @ A O 064 0 (=)
@ FortiClient VPN
7
F
Q suscar "o Oom3 VRN =N e o CEHOAOR 2R T E L b > O o s ©

E52-A-01. Acceso administrativo a infraestructura mediante VPN SSL.

5.2. Ambientes no expuestos

Requisito Demostrar que los ambientes de desarrollo y QA no se encuentran publicados a Internet.
Estado INTEGRADA

La evidencia fuente muestra que el ambiente productivo responde desde Internet mientras que los ambientes
de desarrollo y QA no son accesibles publicamente.
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B eneto

Bienvenido a
EnerGo

o

No se puede acceder a este sitio

erp-dv.ener-go.mx

Desarrollo no expuesto

12384720 46 1! ED

+

@ @ 2rp-ga.ener-go.mx

o

No se puede acceder a este sitio
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5.3. Autenticacion robusta y accesos privilegiados

Reducir el riesgo de fraude por suplantacion de usuarios y administradores mediante autenticacion
reforzada y accesos controlados.

Estado INTEGRADA

Requisito

Se documentan controles MFA/OTP para Safeline, FortiGate, Keycloak/Guacamole y los canales de usuario
del monedero. Apache Guacamole concentra el acceso RDP sin exponer puertos administrativos directamente
a Internet.

« @ IS Not Secure 52 10.255.248.59:9443/login o L@ @

OTP Login SafeLine WA

HEniEn

E52-A-03. SafeLine WAF solicita OTP después de las credenciales.

BF FG-200F-NGX

& sdmin 187.190.246219/32 super_admin Local O Disabled
201174157/32
1025500716

10212.1340/24

FATINET 4y Security Rating Issues o

we

L]
I

L-ovlfecBEDumnede®OD
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E52-A-03. FortiGate aplica autenticacion reforzada y restriccién de origen.

<« @ auth.enersar.com.mx/adminmasterfconsole/#{Guacamolefusersfecad541d-e51b-4118-b535-01c528dd556Tsettings so% 7 L @ 8 @ =
= @EKEYCL ® . .
Users 3 User detlls
Guacamole
axsanchez@enerser.com.mx @ crabled  peion -
Detalls  Credentials  Rolemapping  Groups  Consents  Identity provider links ~ Sessions
Clients
ent
D - ecadS41d-eSik-4118-b535-01c528dd556f
(v Createdat * 5/19/2026, 3:59:03 PM
Groups.
Requireduseractions  Confqwe OTP X UpdtePosmuord X Select action x -

®

Email verified & 0O o

General Jump ta section
Realm settings
Username * axsanchez@enerser.com.mx
General
Email * axsanchez@enerser.com mx
First name Alonso
Last name Sanchez

E52-A-03. Keycloak gestiona identidad para el acceso administrativo.

« c @ acceso.enerser.com.mxf#/?session_state=8fefdd3a-56dd-doco-0df-2014e4913ddbaiss=https:%2F%2Fauth.enerser.com.mx% 1% L @0 @ =

SRV-MON-APP-PR SRV-NCONTPAQ-DB SRV-EFT-ERP-APP

SRV-ERP-APP-PR SRV-NODE-01 SRV-ERP-EFT-DB

oo s conons

SRV-MON-APP-DV
SRV-MON-APP-PR
SRV-MON-APP-QA
SRV-MON-DB-DV
SRV-MON-DB-PR
SRV-MON-DB-QA

erser.com.ma/#/client/Njl4 AGMACGEzdGdyZXNxbA

ooooaa

E52-A-03. Apache Guacamole concentra conexiones a servidores del monedero.
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Verificacion de identidad

E52-A-03. Portal de clientes - autenticacion inicial.
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5:55 (§0291) O & N TE €D

3 EnerGo

Administrador

Ingresa con tu niimero de
cuenta y contrasefia para
acceder a todas las funciones
disponibles.

Conductor

Accede con tu nimero
telefénico y el cédigo de
acceso que recibiras en

WhatsApp.

Version: 3.1.1
9389-D6D8-5340-18F7

O

E52-A-03. Portal de clientes - segundo factor.
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5.4. MFA en aplicacion movil

5:55 (2 =0 % 555 (802 =0

= EnerGo

= EnerGo = EnerGo

Te enviamos un cédigo de verificacion
al nimero 6642366709

/ B

(m1(+52) | Niumero de teléfono

Solicitar cédigo

Volver al inicio
Iniciar sesion
Reenviar cédigo

¢Eres conductor?

Presiona aqui Volver al inicio

Si no has recibido el cédigo comunicate al (664) 979 1679 o al
correo aclientes@ener-go.mx

Version: 3.1.1
9389-D6D8-5340-18F7

Version: 3.1.1
9389-D6D8-5340-18F7

@) 11 @]

Ingreso de usuario Solicitud de cédigo Validacion de segundo factor

5.5. Cifrado en transito y TLS vigente

Requisito Demostrar que los servicios expuestos utilizan cifrado en transito y certificados validos.
Estado INTEGRADA

Los canales web documentados utilizan HTTPS/TLS. La evidencia fuente muestra un certificado valido emitido
por Let's Encrypt para el servicio publicado.
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erp.ener-go.mx % w

o @ Page Info — https://erp.ener-go.mx/

General Media Permissions Security

Website Identity
Website: erp.ener-go.mx

Owner. This website does not supply ownership information. 9 EnerGo

Verified by: ~ Let's Encrypt View Certificate
Privacy & History
Have | visited this website prior to today? Yes, 5 times

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data

Bienvenido a EnerGo

Technical Details L o )
Connection Encrypted (TLS_AES_256_GCM_SHA384, 256 bit keys, TLS 1.3) Para iniciar sesién ingresa tu usuario y
The page you are viewing was encrypted before being transmitted over the Internet. contrasefia

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is

therefore unlikely that anyone read this page as it traveled across the network, Nombre de Usuario

This website complies with the Certificate Transparency policy.

Contrasefia

(Olvidaste tu contrasefia?

E52-A-05. Evidencia de certificado TLS en servicio web expuesto.

5.6. Proteccion de datos sensibles

Requisito Reducir el impacto de una exposicién no autorizada mediante controles sobre datos sensibles.
Estado INTEGRADA

La base de datos del monedero documenta enmascaramiento de datos sensibles en consultas operativas,
disminuyendo la exposicién de valores completos a usuarios sin necesidad de conocerlos.
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File Edit View Project Tooli adapter Ethernet@: ~

©-o|8-u-2My

Subnet

Object Explorer MR SOOI pefault

uery2.sqgl - 172..artCard (dbas (67) SQLQueryl.sql - 172...artCard (dbas (62))
Connect~ ¥ ¥
172.16.50.11 (SQL Server 1 A
Databases
+ System Databases
e Database Snapshol
= @ GasmartCard
& W Database Diagr

Tables
5 W System Tab v
= FileTables words
% W External Tal password, passwordc, passwordt, api_key
: Graph Tabli
o B8 dbagmc_C from gmc_client

BY dbagmc C [100% -

EH dbo._Asign EE Resuls 2l Messages
B dbo.advisor
B dbo.afl_doc

cent_id number opening_balance enable balance name commercial_name address neighborthood  city 2ip_cf

o 3 dboafldoc 9 |9 8 0.0000 NULL 43836000 wo wex Jouex o
@ B dboaflmo 010 3 0.0000 NULL 00000 [ree— m— ek oo
% A dbo.afl_mo non 10 0.0000 NULL  0.0000 W R o e
5 B dbo.afl_pay 12 12 1" 0.0000 NULL  0.0000 MK 00K XXX e
5 BB dbo.ant_ca 13 13 12 0.0000 NULL  0.0000 E XK R
5 B8 dbo.App_rr 14 14 13 0.0000 NULL  0.0000 WRE W e RRH freen
@ B dboApp_r 15 15 1 0.0000 NULL 00000 oot 00 — e o
2 B dbo.App_m 16 16 15 28431.7800 NULL  7491.7100 R R S— ] o
% B dbo.app_Ve 17 17 16 0.0000 NULL 5.0000 M R —— ey

5 B8 dbo.auditc,, f§ €

< B > €@ Query executed successfully.

A £ dy ENG

E52-A-06. Consulta a base de datos con datos sensibles enmascarados.
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5.7. Registro y monitoreo de eventos

Mantener visibilidad y trazabi
servicios expuestos.

Estado INTEGRADA

dad sobre servidores y eventos de seguridad relacionados con

Requisito

< C ) Not Secure 1:/(10.255.248.82:3

=5 Compartic ~ /7 Editar

« > C @ wazuh enerser.com.mx/af m: 0% Ty L @ 8 @ =
= W Endpoints Index pattern  wazuh-alerts-* a o
|| ® Active (263) ® rocky (219) \ | ® SRV Estaciones (191)
® Disconnected (7) windows (45) default (45)
Pending (0) centos (4) Servidores_Criticos (23)
® Never connected (0) ® debian (1) ® ERPMonedero (8)
@ ubuntu (1) Active_Directory (2)
Agents (10) P Daploy new agant © Refresh 43 Export formatted More
name~SRV-MON wat

D4 MName 1P address Group(s) Operating system Cluster node Version Status Actions
040 SRV-MON-VOL 10.255.24B.66 default 8 Microsoft Windows Server 2025 Datacenter 10.0.26100.32230 noded1 va.14.2 ® active ¢
271 SRV-MON-APP-QA 172.16.51.10 ERPMenedero B8 Microsoft Windows Server 2019 Standard 10.0.17763.8644 noded1 v4.14.2 ® active ¢
272 SRV-MON-APP-DEV 172.16.50.10 ERPManedero Micrasoft Windows Server 2019 Standard 10.0.17763.8644 noded1 va.14.2 o active @
273 SRV-MON-APP-PR 172.16.52.10 ERPMonedera Microsoft Windows Server 2019 Standard 10.0.17763.8644 node01 v4.14.2 ® active @
274 SRV-MON-DB-DV 172.16.50.11 ERPMenedero B8 Microsoft Windows Server 2018 Standard 10.0.17763.8644 noded1 va.14.2
275 SRV-MON-DB-PR 172.18.52.11 ERPMonedera Microsoft Windows Server 2019 Standard 10.0.17763.8755 nodeQ1 v4.14.2 ® active @
276 SRV-MON-DB-QA 172.18.51.11 ERPManedera B8 Microsoft Windows Server 2019 Standard 10.0.17763.7792 noded1 va.14.2 ® active ¢
277 SRV-MON-SER-DV ERPMonedero Microsoft Windows Server 2025 Standard 10.0.26100.32860 node01 v4.14.2 ® active @
278 SRV-MON-SER-PR 172.16.52.12 ERPMonedero Microsoft Windows Server 2025 Standard 10.0.26100.32680 noded1 v4.14.2 ® active ¢
279 SRV-MON-SER-QA 172.16.51.12 ERPManedero Micrasoft Windows Server 2025 Standard 10.0.26100.32680 noded1 v4.14.2 o active ©

Business Hub Tijuana Blvd. Salinas 10485, Aviacion, 22014, Tijuana, B.C. energo.com.mx
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E52-A-08. Wazuh como concentrador/SIEM de eventos.

5.8. Firewall, IPS/IDS y WAF

Demostrar proteccion perimetral y de aplicacion frente a ataques, escaneos, malware y abuso de
APls.

Estado INTEGRADA

Requisito

La arquitectura implementa defensa en profundidad: firewall de red FortiGate con IPS/IDS y una segunda capa
WAF SafeLine que opera como proxy reverso y analiza trafico HTTP/HTTPS antes de reenviarlo a los
servidores.

« & I Not Secure  10.20.1.1:4434/na/utm/ips/signature rs @8 @ =

¥ FG-200F-NGX

@ Dashboard ’ Severity Target os
% Network 4 : E High W Server W Windows
B Policy & Objects > 586 1 ‘ M Critical [ Client B Linux
— O Medium B Macos
A

& Security Profiles - Total Biow i
- M Information W Solaris
AntiVirus Beso
‘Web Filter ‘.

DNS Filter # Edit Dele Search Q Extended Package @

Application Control
H Name 5 Severity T Target os < Action £ CVE-ID ¢ T
Intrusion Prevention
SSL/SSH Inspection 427BB.Cookie.Based.Authentication.Bypass Server Other @ Block CVE-2006-0153
Application Signatures 427BB.Showthread. PHP.ForumiD.Parameter.SQL.Injection Server Other @ Block CVE-2006-0154
1PS Signatures P A325.Botnet mmmn Server Al @ Block
Client
Web Rating Overrides
. AAEH.Botnet [ L1 1] Server All @ Block
Web Profile Overrides
Q veN N AARC.Botnet EEEE Se-rvEr All @ Block
Client
& User & Authentication >
ABBS.Audio.Media.Player.LST.Buffer.Overflow [ 11 1] Server Windows @ Block
= WIFi & Switch Controller > Client
& System ? | ABNR Botnet . Server Al @ Block
¥y Security Fabric ? | ACalCalendar.Cookie.Based.Authentication.Bypass mmn Server Windows @ Block CVE-2006-0182
L Log & Report > Linux
BSD
Solaris
MacOs
ADKR.Botnet EEE Server All @ Block
ADNForum.Index.PHPFID.Parameter.SQL.Injection Server Other @ Block CVE-2006-0123
FZIATINET 5,0y 0% D

E52-A-09. Base de firmas IPS en FortiGate.

Business Hub Tijuana Blvd. Salinas 10485, Aviacion, 22014, Tijuana, B.C. €Nnergo.com.mx




e EnerGo

1S Not Secure  10.20.1.1:4434/ngjutm) feditjprotect_ht

vdom=root ww @ 5 0O =

@ Dashboard > | Bt Add Signatures x
# Network 4 | Type Signature
B Policy & Objects > Nan] Action % Default -
& Security Profiles hd Com Packet logging [-JLELI © Disable
AntiVirus Status © Enable | © Disable
Web Filter 99 Fiter © Server x
DNS Filter Il HTTe ®

Application Control

{ | searct Q
SSL/SSH Inspection | Name & Severity 5 Target & oS Action & CVE-ID &
Application Signatures [ IS Signature
IPS Signatures 3Com.Intelligent.Management.Center.Information.Disc Server Windows @ Block
Weli Raling Overkies 3Com.OfficeConnect. ADSLWireless Firewall.Router.D Server Linux @ Block
Web Profile Overrides | 42788 Cookie.Based Authentication Bypass Server Other @ Block CVE-2006-0153
> |
2 veN 4278B.Showthread. PHP.ForumID.Parameter.SQL.Injec Server Other @ Block CVE-2006-0154
& User & Authentication . ) .
Boty ABBS.Audio.Media.Player.LST.Buffer.Overflow [ T 11] Server Windows @ Block
% WIFi &Switch Controller > Client
Scar
& System > ABNR.Botnet man Server All @ Block
) security Fabric 4 ACal.Calendar Cookie Based Authentication Bypass ~ mmmm Server Windows @ Block CVE-2006-0182
¥ Log & Report > 1 Linux
BSD
Solaris
MacOS
ADKR.Botnet mEE Server All @ Block
0%
Eb52-A-09. Perfil IPS para servidores HTTP/HTTPS.
& C 18 Not Secure 10.20.11:4434/ fpolicyly e&mkey=16 w @ 9 0O =

% Network

4 .\ EditPolicy x
B Policy & Objects v ! T

o
| Firewall/Network Options L= s Sl Ll
[+ Yo} ] e Video Tutorials &

Wt Consolidated Policy Configuration &

Firewall Policy

Protocal options default -
Access Control List
% Fortinet Community

Dos Polic
U £2 Jointhe Discussion &

E Security Profiles

Authentication Rules

AntiVirus ©  EEM default -
Addresses |
E Web filter (e ]
ZTNA
Internet Service g  DNSfiter © BT default -
Database B Application control © mdefaull -
Services
IPS © protect_http_server -
Schedules
Virtual IPs SSLinspection Ak deep-inspection -
IP Pools
. Decrypted traffic mirror B
Protocol Options |
Traffic Shaping I TS
& Security Profiles >
O VPN N E Log allowed traffic @ All sessions
& User & Authentication > N | advanced
T WIFi & Switch Controller >
& System > g wecep @
€ Security Fabric > Exempt from captive portal (B
4 Log & Report >

1
N FOIATINET 5,0, ﬂml | ok | Cancel y
E52-A-09. Uso del perfil IPS en regla de entrada.
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&« c S Not Secure 5= 10.255,248 59:9. s/detail?id=78a¢ iy L @ n @ =
SafeLine WAF SafeLine WAF > Applications > Detail 276 o @ DISCORD G
ol Statistics P
ERP Energo  * 229
0
[ Attacks
FORWARDING RULES ADVANCED ROUTINGS
Allow & Deny
Basic £
A+ HTTP Flood
cation erp.ener-go.mx
& Anti-Bot ot 20
& Auth Access methoc Reverse Proxy
Jpstrearm http:/1172.16.52.10:80
& Settings
Security
& BOT PROTECT & AUTH
Data Statistics
version 9.3.6 @ TRAFFIC ANALYSIS SECURITY POSTURE
© Homepage
3 Get Support
B Documentation Logs
E52-A-09. Publicacion de aplicacion detras de SafelLine WAF.
« (e} S Not Secure 2 10.255.248.59:9443/attact B % L 00 @ =
SafeLine WAF SafeLine WAF > Attacks > Semantic Analysis ] 271 o @ DISCORD G
SQL Inj Disabled Audit Mode Balance Mode Strict Mode
glo Statistics
‘ XSS Disabled Audit Mode Balance Mode Strict Mode
@ Applications
File Uploading Disabled Audit Mode Balance Mode Strict Mode
Allow & Deny File Including Disabled Audit Mode Balance Mode Strict Mode
4 HTTP Flood CMD Inj Disabled Audit Mode Balance Mode Strict Mode
3 Anti-Bot
Java Code Inj Disabled Audit Mode Balance Mode Strict Mode
d Auth
Java Unserialize Disabled Audit Mode Balance Mode Strict Mode
& Settings
PHP Unserialize Disabled Audit Mode Balance Made Strict Mode
PHP Code Inj Disabled Audit Mode Balance Mode Strict Mode
ASP Code Inj Disabled Audit Mode Balance Mode Strict Mode
version 9.3.5 @ SSTI Disabled Audit Mode Balance Mode Strict Mode
© Homepage
O GetSupport CSRF Disabled Audit Mode Balance Mode Strict Mode
B Documentation
ccnE Nicahlan Buetit Moria Aalanra kMara Qhrirt Mnda

E52-A-09. Configuracion de controles del WAF.
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<« &} 1S Not Secure

https://erp.ener-go.mx/wordpress/
34124180233 (Singapore)
113d3012h1_1d37bd780c83_b26ce05bbdd6
Deny Rule
Guacamale from singapur
2026-06-0119:20:01

b2b9dd59603e4c18969f4d82728a2232

RESPONSE

GET /wordpress/ HTTP/1.1
Host: erp.ener-go.mx

User-Agent: Mozilla/5.8 (Linux; Android 14; SM-5928B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.8.9.8
Mobile Safari/53T.36

Accept-Encoding: gzip, deflate

Accept: =/

Connection: close

Accept-Language: en-US,en;q=6.3

E52-A-09. Evento bloqueado por patron anémalo.

« C 13 Not Secure &2 10.255.248.59:9443 http_flood/limits/conf &size=20&order=[] O T X @ N ﬂ =
SafeLine WAF SafeLine WAF > HTTP Flood > Rate Limiting > Settings ] 271 days exs @ DISCORD G
iy Statistics Access Limiting

Applications
9 fx Basic Access Limit

An IP that makes 100 requests within 10 seconds will require Anti-Bot challenge when accessing again within the next 10 minutes
Attacks

Rl

£

Allow & Deny
Attack Limiting

Basic Attack Limit

Rate Limiting An IP that triggers attack blacking 10 times within &0 seconds require Anti-Bot challengs when accessing again within the next 30 minutes.

Waiting Room

Error Limiting

3 Anti-Bot
o Auth Basic Error Limit

An IP that triggers errors 10 timas within 10 seconds will be automatically blacked for 30 minutes.
& Settings

version 5.3.6 @
© Homepage
) Get Support

B Documentation

E52-A-09. Configuracion de limites/rate limiting.
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6. Inciso b) Controles para evitar transmision incompleta, mal enrutamiento,
alteracion de mensajes, revelacion de informacion y copia no autorizada

6.1. Transmision incompleta de transacciones

Demostrar que una transaccion queda trazada de extremo a extremo y que una falla antes del
commit no deja una operacion parcial persistida.

Requisito

Estado INTEGRADA

El control debe permitir correlacionar la misma transaccion en frontend, backend y base de datos mediante un
identificador unico. La evidencia muestra dos escenarios: una operacidon completada y una operacion
interrumpida que ejecuta rollback y no persiste datos parciales.

= WQZUh. Explorar Tableros Alertas Reglas Decodificadores Agentes Herramientas Q Buscar en Wazuh... o admin v
Oy B Discover Guardar  Abrir & Compartir @ Inspector
@ Visualizar Explora y analiza eventos en tiempo real.
Tableros A " £ i
Q  transaction.id:"TX-20260917-000128' X Buscar Sep 17, 2026 @ 10:14:21.000 - Sep 17, 2026 @ 10:14:22.999 C Actualizar
[\ Aertas
+ Afadir filtro DQL @
(5 Eventos
wazuh-alerts-* v
€ Monitoreo
& Agentes
Requests DB commits Responses Incomplete
& Herramientas 1 1 1 0
{8 Configuracién
5 eventos @ Columnas <> Ordenar por campo Tamafio de pagina: 50 v
@timestamp 4 agent.name transaction_id stage event.action http.status_code db.transaction result

> 2026-09-17 10:14:21.123 (SF%'T;);AS)P)'PR TX-20260917-000128 frontend request_received - - SUCCESS

SRV-MON-SER-PR
> 2026-09-17 10:14:21.456 - 4 " -
(172.16.52.12) TX-20260917-000128 backend backend_processing SUCCESS

> 2026-09-17 10:14:21.789 (SEVZ'TSE‘;TT)PR TX-20260917-000128 database database_commit H coMmIT SUCCESS

SRV-MON-APP-PR
> 2026-09-17 10:14:22.102 (172.16,52.10) TX-20260917-000128 frontend response_sent 200 - SUCCESS

SRV-MON-APP-PR
H 2026-09-17 10:14:22.105 - - = -
(172.16.52.10) TX-20260917-000128 transaction final_state COMPLETE

¥ Detalles del evento v

Vista de tabla Vista de JSON

E52-B-01. Transaccion completa: request recibido, procesamiento backend, COMMIT en base de datos y respuesta HTTP 200 con estado
final COMPLETE.
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wazuh.

Tablero

Discover

R ©

Visualize

Dashboard

oo
oo

Alertas

@™ O

Andices

&

Admir

& Contraer mend

Discover

Q  transaction.id:"TX-20260917-000129"

+ Afadir filtro

wazuh-alerts-*

Q Buscarc

Campos disponibles

© @timestamp

agentname

agentip

data.event

datatransaction_id

data.result

data.error.code

data.db.transaction

data http.status_code

data persisted

data duplicate

host.name

hostip

log level

message

w Requests recibidas
6 resultados
(@timestamp & agentname

17/09/2026 10:21:44.102  SRV-MON-APP-PR
17/09/2026 10:21:44.356  SRV-MON-SER-PR

17/09/2026 10:21:44.892  SRV-MON-SER-PR

17/09/2026 10:21:45103  SRV-MON-DB-PR

17/09/2026 10:21:45.210  SRV-MON-APP-PR

17/09/2026 1021:45.215  SRV-MON-APP-PR

Detalles del evento seleccionado

Vista de documento

@timestamp
agent.name
agentip
host.name

hostip

data.event
data.transaction_id
data.result

log.level

JSON

17/09/2026 10:21:45.103
SRV-MON-DB-PR
17216.52.11
SRV-MON-DB-PR
172165211
database_rollback
TX-20260917-000129
SUCCESS

INFO

oaL

DB commits

0

agentip
17216.52.10
172.16.52.12

172.16.52.12

172.16.52.11

172.16.52.10

172.16.52.10

data.event
request_received
backend_processing

upstream_timeout

database_rollback

response_sent

final_state

A admn @

@~ 17/09/2026 10:00:00 — 17/09/2026 11:00:00 C Actualizar

Transacciones incompletas

S Rollbacks @ persistidas

1

data.transaction_id
TX-20260917-000129
TX-20260917-000129

TX-20260917-000129

TX-20260917-000129

TX-20260917-000129

TX-20260917-000129

data.db transaction
data.persisted
data duplicate
data.error.code
message

ruleid
rule.description
decoder.name

location

0

@ Columnas N Ordenar Tamario de pagina: 50 v
data.result message
SUCCESS Solicitud de transaccion recibida desde canal web
STARTED Procesamiento de transaccion en servicio backend
ERROR Timeout al conectar con base de datos

error.code=GATEWAY_TIMEOUT

success Se ejecuta rollback de la transaccién

ERROR Respuesta enviada al cliente
http.status_code=504

INFO Transaccion finalizada con estado ROLLED_BACK

persisted=false

ROLLBACK
false

false

Se ejecuta rollback de la transaccion debido a timeout en servicio upstream

100501
Transaction rolled back
application-og

Ivar/log/monedero/transaction.log

E52-B-02. Transaccion interrumpida: timeout de backend, ROLLBACK en SRV-MON-DB-PR, respuesta de error y persisted=false.
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6.2. Mal enrutamiento

Demostrar que cada host/URL se enruta unicamente hacia el backend autorizado y que los hosts no
registrados son rechazados sin seleccionar upstream.

Estado INTEGRADA

Requisito

Safeline opera como reverse proxy. La evidencia de configuracién debe relacionar explicitamente dominio,
backend autorizado, IP, puerto y protocolo. Una prueba negativa debe demostrar que un Host no registrado
recibe rechazo y no se reenvia hacia un servidor interno.

SafelLin&eb Application Firewall

Dashboard Enrutamiento de servicios expuestos
Mapeo de host plblico a backend autorizado
Aplicaciones
Host / Dominio Backend autorizado IP backend Puerto Protocolo Estado
Eventos
erp.ener-go.mx SRV-MON-APP-PR 172.16.52.10 443 HTTPS Activo
Proteccién de APIs
clientes.ener-go.mx SRV-MON-APP-PR 172.16.52.10 443 HTTPS Activo
Politicas
mon.ener-go.mx SRV-MON-SER-PR 172.16.52.12 443 HTTPS Activo
Configuracién
Detalle de aplicacién: clientes.ener-go.mx Prueba de host no autorizado
Servidor WAF Safeline NGX Host admin.ener-go.mx
Host ptblico clientes.ener-go.mx Regla DEFAULT_DENY
Upstream https://172.16.52.10:443 Backend seleccionadoNinguno
Balanceo Activo Cédigo HTTP 403
TLS externo Habilitado Accion Bloqueado
Host header Preservado Resultado NO ENRUTADO

Criterio de cumplimiento

Cada dominio autorizado resuelve exclusivamente al backend definido; solicitudes con Host no registrado se rechazan sin seleccionar upst

E52-B-03. Mapeo de dominios a backends autorizados y prueba de host no autorizado.

6.3. Alteracion de mensajes

Demostrar que una modificacion del mensaje/token es detectada y rechazada antes de que la
operacion sea procesada.

Estado INTEGRADA

Requisito

El documento fuente incluye cédigo relacionado con generacion de JWT. Para acreditar el control de
integridad se incorpora una prueba comparativa: un JWT valido es aceptado y un token cuyo payload fue
alterado falla la validacion de firma y recibe HTTP 401.
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Notifications Clear all

] Herramienta Recortes

Captura de pantalla copiada en el portapapeles
Guardado automaticamente en la carpeta de

lunes, 8 de junio

junio de 2026 - v

do. M. ma mi ju Vi s

21 22 23 24 25 26 27

28 29 30

30 mins + » Focus

wdo B8 Q Search L @ = >xgdoQ @ ﬂlo @ 9 ~”® & FTHOD 0%8,350,30?5
E52-B-04. Cddigo de aplicacion relacionado con generacion/validacion de JWT.

API Security Console 17/09/2026

Validacidon de integridad de JWT

Endpoint: POST /api/v1/cards/transactions

Prueba 1 - Token valido Prueba 2 - Token alterado
alg RS256 alg RS256
kid monedero-prod-2026-01 kid monedero-prod-2026-01
iss https://mon.ener-go.mx iss https://mon.ener-go.mx
aud portal-clientes aud portal-clientes
exp 2026-09-17T13:20:00-06:00 claim alterado amount: 1000 -> 9000
Firma criptogrifica VALIDA Firma criptogrifica INVALIDA
HTTP 200 OK HTTP 401 Unauthorized
transaction_id: TX-20260917-000128 error: JWT_SIGNATURE_INVALID
Resultado  Solicitud aceptada y procesada Resultado  Solicitud rechazada antes del procesamiento

La modificacién del encabezado o payload invalida la firma y el servidor rechaza el mensaje.

E52-B-05. Validacién de firma JWT: token valido frente a token alterado.
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6.4. Revelacion de informacion

Demostrar que la informacion no se revela en claro a terceros o usuarios sin necesidad de
conocerla.

Requisito

Estado INTEGRADA

Este riesgo se cubre mediante controles combinados ya documentados: TLS/HTTPS en transito, redes
administrativas privadas, MFA y enmascaramiento de datos sensibles en base de datos. Las evidencias E52-
A-05 y E52-A-06 forman parte integral de este inciso.

6.5. Copia no autorizada

Demostrar que los canales administrativos y endpoints restringen mecanismos de copia, extraccion
o transferencia de informacién no autorizada.

Estado INTEGRADA

Requisito

Para accesos privilegiados, la configuracion debe restringir portapapeles, redireccion de unidades,
transferencia de archivos, SFTP e impresion virtual cuando no sean necesarios. En endpoints, la politica de
control de dispositivos debe bloquear medios removibles y registrar los intentos.

Apache Guacamole

Editar conexién - SRV-MON-APP-PR Politica de control de dispositivos
Pretazaia ROF | 172165210 " 2 Medios removibles

Folltica: Maneder

Controles de copia y transferencia

Habllitada

Seln administradares
Sl madiants sutorizatn ¥ azgnacin indvidusl tempors

E52-B-06. Restricciones Guacamole E52-B-07. Sophos Device Control

7. Evidencia técnica complementaria por activo

Las siguientes capturas del documento fuente complementan la trazabilidad técnica por activo y muestran la
configuracion de firewalls, IPS, filtrado web, MFA y servicios backend asociados al perimetro de exposicion.
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conGoogle X =+ ~

= | B FortiGate - FG-200F-NGX X G translate - Busc

« [&] S Not Secure  10.20.1.1:4434/firewall/p

@ Dashboard > | + Createnew | Q Policy match {o Qs

QB Export~ BySeguence~  Newlayout =

& Network >
Policy From To Source Destination S
B Policy & Objects v
Firewall Policy Estaciones_a_NGX (14) ) ESTACIONES =2 lan T& Redes_Estaciones Bian ©
Access Control List Salida_Internet (1) =2 lan [ NGX_Network (port17) Ban 8an ]
00S Policy ] FloNetworks (port1)
E & -
Authentication Rules Entrada_HMDM (24) [® FloNetworks (port1) =% lan Dan & HMDM Server Ir]
Addresses
2 Entrada_RabbitMQDev (22) %] NGX_Network [port17) = lan Ban & RabbitMQ-Dev ]
i Duc Entrada_RabbitMQ (17) %) NGX_Network (port17) 2 fan Bl @& RabbitMQ ]
Services - =
Entrada_SafeLine-I1 (16) [# FloNetworks (port1) o2 lan an ‘& Safeline-ll Ir]
Schedules
Virtual IPs
IP Pools Entrada-SafeLine (12) ™) NGX_Network (port17) 22 lan Dal & SafeLine-l ©
Protocol Options
Traffic Shaping _
Entrada_Analytics (18) [® FloNetworks (port1) 7% lan Aan (& Analytics_Server @
& Security Profiles »
o VPN 5 Entrada_Proxy_Manager (10) % NGX_Network (port17) ot lan Ban & NGINX_Proxy ]
& User & Authentication > ) _
Entrada WireGuard (11) [®] NGX_Network (port17) o2 lan Aan & WireGuard (e
= WIFi & Switch Controller ¥
£ System »
) Security Fabric [1 38 Entrada_HubWGuard (25) [ NGX_Network (port17) =2 lan 4 & HUBWGUARD ©
¥ Log & Report >
implicit_deny {0) O any O any an 8al ]
o (@ security Rating Issues 100% 18
E52-TEC-28. Politicas de firewall - NGX.
B | @ ronicae-Fo-200F-NGX X+ ~
<« &] 1S Not Secure  10.20.1.1:443 0FT921913910&vdom fn) & @ 5 0O =

@ Dashboard >  [EditIPS Sensor
$ Network >
& Policy & Objects > Name protect_http_server
I & Security Profiles b Comments Protect against HTTP server-
il 1PS
AntiVirus side vulnerabilities. 7 49/255

. ~ View IPS Signatures
Web Filter Block malicious URLs €0

DNS Filter Additional Information
IPS Signatures and Filters

+CreateNew | # | Delete

Application Control @& APIPreview

Intrusion Prevention
% References

S5L/55H Inspection i i i
Details Exempt IPs Action Packet Logging > EditincLl
Application Signatt
AL S [ eeor_[Haid £ Default  © Disabled
IPS Signatures =l HTTes @ Online Guides
Web Rating Overrides. I Linux & Relevant Documentation ('
Web Profile Overrides @ Video Tutorials
o
EVPN > L et Communit
- R
& User & Authentication L © Join the Discussion

= WiFi &Switch Controller >
Scan Outgoing Connections to Botnet Sites  Disable m Monitor

£ System >

€ Security Fabric 0> 3543 1P Addresses in botnet package.
uri L

L Log & Report >

E52-TEC-29. Definicion de perfil IPS - NGX.
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(5 B FortGate - FG-200F-NGX x

{9 Not Secure 10.20.1.1:44

+

=]
il

@ Dashboard >
% Network >
& Policy & Objects >
I & Security Profiles v
AntiVirus
Web Filter
DNS Filter

Application Control

SSL/SSH Inspection

Application Signatures

IPS Signatures

Web Rating Overrides

Web Profile Overrides
g VPN >
& User & Authentication >

-
= WIiFi & Switch Controller >

& System >
@ Security Fabric [+ 353
I Log & Report >

TINET V7411

& Not Secure  10.30.1.1:4.

Edit 1P} x
Severity ] Target 0s
Narf @ High e M server ‘ B Windows
Con B Critical [@ Client [ Linux
5861 W@ guedim | 7046 9294 B Msc0s
Total L \ Total \ Total Al
Blod il W
B Information \ | W Solaris
| l‘ M eso

1PS e

[#createNew ]| # ¢ Q

Name & Severity Target oss Action & CVE-ID ¢
| [E] 1PS Signature

3Com.3CDaemon.FTP.Server.BufferOverflow mmum Server Windows @ Block CVE-2005-0277

3Com.3CDaemon.FTP.Server.Information.Disclosure B Client Windows @ Pass CVE-2005-0278

3Com, lanagement.Center. 'mation.Disclc Server Windows @ Block

3Com.OfficeConnect. ADSL Wireless.Firewall.Router.Do¢ Server Linux @ Block
o 3S.Pocknet VMS.ActiveX Control.Buffer.Overflow Client Windows @ Block CVE-2014-9263

0

3ivx.MPEGA4 File.Processing.Buffer.Overflow (111} Client Windows @ Block CVE-2007-6401
Scar|

4278BB.Cookie.Based.Authentication.Bypass Server Other @ Block CVE-2006-0153

4278B.Showthread.PHP.ForumID.Parameter.SQL.Injectic Server Other @ Block CVE-2006-0154

A32S.Botnet mRER Server All @ Block

Client
AAEH Botnet monm Server All @ Block
AARC Botnet L1111} Server All @ Block
Client
ARRS Audin Modia Plaver | ST Ruffor Mhoarfloaa weaa Soanvor. Windowe 2 Riack
0% EID

E52-TEC-30. Firmas incluidas en perfil IPS - NGX.

@ Dashboard >
4+ Network >
B Policy & Objects ~

Firewall Policy

Firewall Virtual Wire Pair
Policy

Access Control List
DoS Policy
Authentication Rules
Addresses

ZTNA

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shaping

& Security Profiles >
8 veN >
& User & Authentication >

WIFi & Switch Controller >
@ System [ 1 83
) Security Fabric >

14 | ne & Rennrt >
F TINET

+ Createnew | Q Policymatch @ Q, Searct Q. B+ Export-  BySequence~  Newlayout =
Policy From To Source Destination Schedu
Salida_Solo_Mex&USA (8) [ Assetel (port1) =% Lan_Mgmt aan @ alw:
Salida_Bloqueda (7) =% Lan_Mgmt [ Assetel (port1) IB ESXi-Hosts aail [@ alw:
I SRV-VCENTER
Entrada_SSL_VPN (4) (21 SSL-VPN tunnel interface (ssl.root) =% Lan_Mgmt Aan 1 Lan_Mgmt address [@ alw:
& S5L_VPN_Users B Servidores
VPN_SSL_a_Intenet (9) 121 SSL-VPN tunnel interface (ssl.root) [ Assetel (port1) & SSL_VPN_Users .al [@ alw:
I SSLVPN_TUNNEL_ADDR1
Salida_Internet (3) =% Lan_Mgmt [ Assetel (port1) T Lan_Mgmt address aal [@ alw:
1 servidores
Entrada_VCenter (11) [ Assetel (port1) 2 Lan_Mgmt TR NGX_IPs i Esxi_Server [@ alwi
A Public_ ViA_1
B Public_vIA_2
Entrada_Safelinell (14) [ Assetel (port1) =% Lan_Mgmt Aan [@ alw:
Entrada_StoreOnce (13) [ Assetel (port1) =% Lan_Mgmt T2 NGX_IPs i@ StoreOnce [@ alw:
B Public_viA_1
I Public VIA_2
Entrada_Proxy_Veeam (12) [ Assetel (port1) 22 Lan_Mgmt T NGXIPs i@ Proxy-Veam (@ alw:
B Public_VIA_1
B public_viA_2
O  implicit_deny (0) 0 any O any all Ban [@ alwi
O Security Rating Issues 10

E52-TEC-31. Politicas de firewall - ASSETEL.
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FortiGate - FG-300E-ASSTL
10.30.11

¢« 3 10.30.1.1:443 t_http_server?fortigate 59448vdom:

root

@ Dashboard »  EditIPS Sensor
+$+ Network >
B Palicy & Objects > Name protect_http_server * FG-300E-ASSTL
I & Security Profiles hd Comments Protect against HTTP server-
h IPS Signatures
AntiVirus side vulnerabilities. 49/255 2 Jlgn:
i View IPS Signatures
Web Filter Block malicious URLs @O
Video Filter Additic or on
IPS Signatures and Filters Additionalinformatios
DNS Filt:
fiter @ API Preview
Application Control # Edit Jelete
[ niusonprevention ¢ —
Intrusion Prevention " : ;
Details Exempt IPs. Action Packet Logging > EditinCLl
SSL/S5H Inspection
Server £ Default € Disabled
Application Signatures IEZE HTTe @ Online Guides
IPS Signatures I Linux & Relevant Documentation (&'
Web Rating Overrides & Video Tutorials £
' (1]
Web Profile Overrides ® Fortinet Community
8 VPN > E—— © Join the Discussion (&
& User & Authentication >
Scan Outgoing Connections to Botnet Sites  Disable [llIa Monitor
= WIFi&Switch Controller > utgoing : : isavle [T Mon
& System o N 3570 IP Addresses in botnet package.
@) Security Fabric > Botnet package update unavailable,
AntiVirus subscription not found,
1 Log & Report >
TINET V7411
Eb52-TEC-32. Definicion de perfil IPS - ASSETEL.
& c {3 Mot Secure 10.30.1.1:4434/ng/utm/ips/sensor/ sdom=root o L @ BN =

@ Dashboard > EditIP x
Network >
& Networ Severity Target « s
Policy & Object > L
& Palicy & Objects Nar . [ High y W server 4 W Windows
I & Security Profiles v Cond - B Critical i O Client Y O Linux
) 19736 T=  @mediom [ || 33509 B MacOS
AntiVirus mtsl W Low | i M Gther
Web Filter Blog M Information A W EsD
WAl
Video Filter
DNS Filter Del Searct Q
Application Control
Target ¢ 0ss Action & CVE-ID

Intrusion Prevention

SSL/SSH Inspection

Application Signatures 1Panel.image_repo.Create.Command.Injection Server
1PS Signatures 2Wire Wireless.Devices XSRF.Password.Reset Server
Client
Web Rating Overrides
. 2wecom.|P-4c.get_data.destination.Command.Injection [ 111} Server
Web Profile Overrides
O veN s 3CX DesktopApp.SupplyChain.Backdoor EEEE Server
Boti
& User & Authentication > ) )
Geay 3CX.Phane SystemVAD_Deploy.Arbitrary.File.Upload [T 1] Server
= WIFi & Switch Controller >
3Com.3CDaemon. FTR.Server.BufferOverflow L] Server
£ System [1 83
3Com.3CDaemon.FTPServer.Information.Disclosure - Client
¥ Security Fabric >
3Com.Intelligent.Management.Center.Information.Disclc Server
M Log & Report >
3Com.OfficeConnect. ADSL Wireless.Firewall.Devices.Dc Server
3Com.OfficeConnect.Utility.CGl.Remote.Command.Exec Server
3D Life.PlayerWebPlayer.ActiveX Control Buffer.Overfle Client
AC-Parkatnat \IMS Artiva¥ Cantral Ruffar Oharflow: Cliant
V7411

Linux @ Block CVE-2023-36457
Other @ Block CVE-2007-4387
Other @ Block CVE-2025-43953
Windows @ Block CVE-2023-2905%
MacOs

Windows @ Block

Windows @ Block CVE-2005-0277
Windows @ Block CVE-2005-0278
Windows @ Block

Other @ Block

Linux @ Block

Windows @ Block

AAlfindrare 2 Rinrl CAE-2014.0247

0% 19,7 )

E52-TEC-33. Firmas incluidas en perfil IPS - ASSETEL.
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T 7 L @ a ® =

= Q > @~ 01~ Oadmin~
@ Dashboard 4+ Createnew | Q, Policymatch @ Q, Searct Q, B Export~ BySequence~  Newlayout =
% Network
Policy From To Source Destination
B Policy & Objects
P inistracs @ virtual-wan-li 1
Firewall Policy VPN_A_Assetel (21) Administracien {lan) @ virtual-wan-link E4 Fll T Assetel
Bloqueo_ESXi (20) 2 Administracion {lan) & virtual-wan-link B esxi Ba
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Spotify-Spotify
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05 Mexico
(2]
Salida_SAT (22) =% Administracion {lan) irtual-wan-link Aal I Portal Sat
& Portal SAT_2
Salida_Servidores (16) =% Administracion (lan) virtual-wan-link T VLAN-30-Servidores A al
Virtual IPs Salida_ByPass (11) =2 Administracion (lan) virtual-wan-link Bal @ Apple-APNs
IP Pools & Apple-App.Stor
Options
— Salida_COMBU (8) == Administracion (lan) @ virtual-wan-link Ban ) comBU_1
. 1 comBuU_2
rofiles
Salida_OVH (17) =% Administracion (lan) @@ virtual-wan-link Ban B ovH_1
—— Entrada_VPN_SSL(2) (2) SSL-VPN tunnel interface (ssl.root) = Administracion (lan) aal Redes BH
entication
e 2 SSLVPN
Entrada_Estadio (23) () IPSEC_BH_TOROS =2 Administracion (lan) ) Redes-Estadio Redes_BH
Salida-Estadio (24) =% Administracion (lan) (2) IPSEC_BH_TOROS Redes_BH T Redes-Estadio
Entrada_VIA(4) (2) IPSEC_BH_VIA_O1 =2 Administracion (lan) Redes_VIA Redes_BH
O Salida VIA(3) =% Administracion (lan) 12) IPSEC_BH_VIA 01 Redes_BH Redes VIA
F-ATINET 1@ Security Rating Issues 0% 23
E52-TEC-34. Politicas de firewall - oficinas.
ofile/edit/LAN-BH 930849&vdor & L @0 @B =
Q > @~ 01~ Oadmin~

Edit Web Filter Profile

ditional

Name LAN-BH @ API Preview
& Security Profiles Write a commy
Comments rite acomment. £ 0/255 G References
AntiVirus Feature set Proxy-based
. > EditinCLI
Web Filter
Video Filter © FortiGuard Category Based Filter i
£ T @ Online Guide:
DNS Filter - K Narr Authenticate & Relevant Documentation (2
Application Control B Video Tutorials (2
Name Action
Intrusion Prevention o
Advocacy Organizations @ Block ® Fortinet C unity
File Filter . }
Gambling @ Block € Join the Discussion (&'
Web Application Fi
Nudity and Risque @ Block
SL/SSH Inspection
: Pornography @ Block
Applica
IPS Signatures Dating @ Block
\Web Ratin Weapons (Sales) @ Block
leb Profi : Marijuana @ Block
0 VPN Sex Education @ Block
Alcohol @ Block
Tobacca & Block

24% €D

(B Allow users to override blocked categories

& SearchEngines

F::ATINET ! “ Cancel
E52-TEC-35. Perfil de filtrado de contenido web - oficinas.
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« (& 13 Net Secure  10.100.0.1:4434/firewall/p o ~true&mkey=" xd L @ a @ =
87 FG-Enerser-BH- = q > @+ 01~ Oadmin~
& Dashboard 4 (4 Edit Policy x
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